
Embedded Systems

Jeffrey Shafer



�Network Systems Architecture

Due Dates
� Hardware Router + Software UI

� Friday, April 17th (last day of class)

� Integration + Final Report
� Monday, April 27th

� Individual meetings
� April 27th / 28th / 29th

� Grades due for graduating students
� May 1st
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Embedded System
� What is an embedded system? 

(or embedded processor?)

� Embed – “To make something an integral 
part of”

� System – “A regularly interacting group of 
items forming a unified whole”
Merriam-Webster Dictionary
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Discussion
� Which are embedded systems?   Why?

Portable EKG

Thermostat
Car Drive-By-Wire
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Discussion
� Does an embedded 

system have to be 
mobile?

� Does an embedded 
system have to be 
processor constrained?

� Does an embedded 
system have to be 
memory constrained?

� Does an embedded 
system have to be locked 
down and never 
modified/upgraded?

Is this Cisco router an 
embedded system?
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Discussion
� Which are embedded systems?   Why?
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Classifying Products
� Do we need another category?

� General-purpose computer
� Embedded system

� How about Handheld Computer?
� General computer vs handheld computer

� Different form factor 
� Different interface
� More stringent power constraints
� More restrictions on expandability
� Both obtain value by their flexibility to run new 

programs
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iPhone
� Handheld computer?

� Why?

� Embedded System?
� Why?

� Can run new applications 
(thanks to SDK)

� Must interface with phone 
network (stringent 
requirements)

� Different user interface
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“Definition” of Embedded System
� What definition can we all agree on?

� Often part of a larger device (embedded)
� Often interfaces with other components (sensors 

& actuators) to form a complete system
� Real-time control?

� Often performs fixed / limited functions
� If re-programmable, computer code is infrequently 

changed
� Often has simplified design to save $$ / power

� Not over-provisioned like general-purpose systems
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Reliability
� Embedded systems often have greater 

reliability requirements
� Why?

� System is difficult to repair
� (In space, underwater, dangerous locations, …)

� System is essential for safety
� (Reactor control, car airbag, …)

� System will cost company $$$$ if it fails 
� (Telephone switch, factory control system, …)

� Close enough is not good enough
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Interfaces
� General-purpose computer

(or handheld computer)
� Bulk of I/O is between computer and human

� Embedded System
� Bulk of I/O is between system and other 

devices or computers

� How does this distinction affect the 
complexity of I/O requirements?
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Strict Specifications
� I/O in General-Purpose Computer

� What happens if the screen flickers a bit?
� What happen if Microsoft Word draws a toolbar button 

1 pixel to the right?

� I/O in Embedded Systems
� What happens if the welding robot is off by 

1 inch?
� What happens if the packet has 1 byte corrupted?
� Close enough is not good enough
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Real-Time System
� Some I/O devices need to be controlled in real-time
� Correctness depends on

� Output being logically correct
� Output occurring at correct time

� Both are required!

� Car processor must read sensors and decide whether to 
deploy airbags in 15-30 milliseconds

� Bad time to be running garbage collection algorithm over the 
memory!

� Similar story for traction control, ABS, etc…
� Close enough is not good enough
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Embedded Processors
� Given the requirements of embedded systems, 

how do we build them?
� Select appropriate processor
� Wide performance range

� 8-bit controller - Atmel ATMEGA168-20AU
� 20Mhz RISC, 16kB flash, no external memory, $4.00 at 

DigiKey
� 32-bit processor, single core – NS486SX

� Clone of Intel 486SX, 25MHz CISC, 32-bit external 
memory addressing, $48 at DigiKey

� Network processor – Cisco QuantumFlow
� 50 multi-threaded cores, 1.2 GHz, $$$

� Azul Compute Appliance
� Up to 768 cores / 768GB memory
� Only runs Java applications
� Optimized for power / cooling / space efficiency
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Programming
� What differences must a designer take into 

account when programming these chips?

Intel Core2 Duo (64-bits) Atmel ATMEGA (8-bits)
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Programming Differences
� Resources (CPU/Memory)

� GP: Resources exceed single-app requirements
� ES: Resources constrained to just meet requirements 

(Does not mean memory is small or CPU slow)

� Language
� GP:  C++, Perl, Python, Java, .NET, etc…
� ES: Traditionally C (code size is important!)

� OS / Libraries
� GP: Full OS (Linux, Windows, OSX, …)
� ES: No OS or embedded/real-time OS

(VxWorks, QNX, Windows CE, Linux variants)
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Programming Differences
� Time

� GP: Most applications have loose time requirements
� ES: Strict time requirements

� What methods can a programmer use to satisfy 
strict timing requirements?

� Time slicing
� Bound each task to take a predictable amount of time 
� Allow pre-emption for high-priority tasks
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Real-Time OS
� Provides requested service in a bounded 

amount of time
� Hard-Time

� Guaranteed worst-case specifications
� Will never take longer than X

� Soft-Time
� “Best-effort”
� Will usually take no longer than X

� What are some examples of both types of 
systems?
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VxWorks
� Embedded / Real-Time OS

� Multitasking Kernel (pre-emptive / multiprocessor)
� Threads with priority-based scheduling and inheritance
� Predictable thread synchronization
� File system

� Ported to most common embedded processors
� MIPS, PowerPC, ARM, …

� Noteworthy applications
� Mars Rovers (Spirit and Opportunity)
� Boeing 787 airliner
� James Webb Space Telescope
� BMW iDrive system
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VxWorks
� Why don’t these customers just use an 

embedded version of Linux?

� Technical advantages?
� Stability for safety-critical applications
� Optimized for code size / performance

� Money to burn?
� Tradition?  (Nobody ever got fired for buying 

IBM)
� Experienced developers?
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Processor Capabilities
� Embedded systems use processors 

tailored to domain-specific computation 
requirements

� Processor runs raw application and a real-
time OS if necessary

� Is a processor + OS + application enough 
to build the full spectrum of embedded 
devices?



��Network Systems Architecture

Processor Capabilities
� Can we make a useful embedded system 

out of just a processor?
� Memory?
� I/O?

� DMA transfers, networking, …

� Power?

� Most of this can be provided with a 
system-on-a-chip
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AMCC PowerPC 440GX
� 500 – 800 MHz
� 256kB on-chip SRAM
� I/O support

� PCI-X
� DDR SDRAM memory controller
� 4 Ethernet MACs (2 gigabit, 2 10/100)

� Hardware Assist Units
� Accelerate and offload responsibility from CPU core
� DMA Engine
� TCP/IP Offload Engine
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PowerPC 440GX
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PowerPC 440GX + Board

AMCC 
PowerPC 

440GX

AvBus

JTAG

RISCWatch

Flash
(32MB)

DDR SDRAM
256MB w/ECC

200-pin SODIMM

2x Ethernet PHY
10/100/1000

PCI-X
64-bit / 133 MHz

RS232

LEDs

Switches
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Software Limits
� How is software constrained by the PowerPC 

440GX?
� DMA engine limited to 256 byte transfers
� TOE has specific interface
� On-chip SRAM fixed at 256kB
� Any other constraints?

� A stand-alone processor might not solve all 
problems for all customers

� Not cost-effective for IBM (or Intel, AMD, …) to 
integrate all possible functionality on all chips
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Embedded Systems
� Spectrum of design options

� Run all tasks in software on embedded 
processor

� Offload a few tasks to hardware
� Run most tasks in hardware, with high-level 

control in software
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Routers
� Why would I build a router entirely in software?

� Flexibility
� Speed of implementation

� Why would I use more custom hardware?
� Efficiency - Power/space
� Cost - Mass production?
� Performance - Can’t route 10Gbps in software with a 

single processor
� Scale - General-purpose components too small 

(not enough I/O ports, on-chip buffers, etc..)
� How could I build a 50 port 10Gbps router using only 

software running on commodity PCs? Switch design must be 
in custom hardware
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Embedded Systems - Hardware Design
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Hardware Design
� How do I approach a new project involving 

embedded systems?
� Design first!
� Pick right components for the job

� Processors, custom hardware, FPGAs, …
� Design tools, debugging tools, …

� What questions should an engineer ask 
about the project to guide the design?
� Example: “What is my project budget?”
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Design Questions
� What do I need to interface 

with?
� What constraints do those 

devices place on me?
� Real-time control?
� High data rates?
� Continuous data stream?

� What computation does my 
device need to do? 

� Can these tasks be done in 
parallel?

� What is the minimum level of 
reliability required?

� What are my power 
restrictions?

� What is my project budget? 
($$)

� When must my project reach 
the marketplace?

� What is the production run of 
the device? (tens? thousands? 
millions?)

� Can I buy a fast/expensive 
chip and write “good-enough”
software?

� Do I need to design an ASIC 
that can be mass-produced 
cheaply?

� … and more!
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Implementation Options
� Now that the design is finished, how do I 

implement it?
� Software?

� General-purpose CPU
� Embedded processor or system-on-a-chip
� What are my computation requirements?
� Do I need hardware assist units?

� Hardware?
� Fixed logic (ASICs)
� Reconfigurable logic (FPGAs)

� Combination?
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FPGAs in Embedded Systems
� How is designing an FPGA system 

different than an ASIC?  
� Design and testing can be done 

incrementally, rather than in single monolithic 
stages

� Limited to resources provided on fixed-size 
FPGA

� How is it similar?
� Design and verification tools
� Physical constraints
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FPGAs in Embedded Systems
� What are FPGAs used for today?

� Prototypes?
� Final products?
� Strengths and weaknesses for both?

� FPGA cost? (assuming no volume discounts) 
� Virtex-5 LX330T (biggest FPGA) - $13,000
� Virtex-5 LX110 - $1500
� Virtex-5 LX30 - $250
� Spartan-3 50 - $12
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Why were FPGAs chosen?
� Toshiba LCD TVs

� Spartan-3 FPGA as flexible memory controller for DSP 
� Panasonic Professional HD TV Camera

� Virtex-4 FPGA with 512 DSP slices (500MHz)
� Gibson digital guitar

� Spartan-2 FPGA as audio processor
� StreetFire digital music server

� Manages large CD changer, converts to 
digital audio, and streams across network

� Intel CPU + Linux + Xilinx FPGA
� Lucent 10Gbps MAN

� Processor for tunable optical translator unit
� Virtex-II Pro FPGA with PowerPC + Linux
� Fit all components on a single board
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Why were FPGAs chosen?
� Mars Rovers (NASA)1

� Virtex FPGA provides motor control for wheels, steering, 
antennas, and cameras

� Pyrotechnics during descent / landing
� FPGA allowed for design changes and updates up to launch 

time, enabling tighter development schedule

� Aerospace applications use different FPGA families than 
commercial products

� Radiation / shock-hardened against SEU (single-event upset)
� Significantly lower gate count than state-of-the-art
� Ongoing development: $23 million to Xilinx in 2007 from Air 

Force to develop radiation-hardened Virtex 5 FPGA
� Choosing an ASIC instead would still have radiation / shock 

issues that must be addressed
1. http://www.xilinx.com/prs_rls/design_win/0412_marsrover.htm
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Venus Express (ESA)
� Uses 2 Virtex FPGAs1 in

Venus observing camera
� Implements SPARC V8 

processor in VHDL
� Preprocesses image data 

� Spacecraft avionics still use 16-bit 
processor 

1. http://ieeexplore.ieee.org/iel5/4291882/4291883/04291929.pdf?arnumber=4291929
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Venus Express (ESA)
� Why implement a processor in an FPGA?

� Design flexibility
� Memory controllers with sophisticated error 

correction
� Partial hardware redundancy and majority voting

� Predicted SEU error rate: 3.9 errors / year

� Complete development and testing can be 
done in-house

� Research – Future systems with in-flight 
reconfiguration?



��Network Systems Architecture

Vision – Future Spacecraft
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FPGAs in Embedded Systems
� Note on previous examples (courtesy of Google)

� Vendors only issue press releases for “flagship 
applications”

� No incentive for public disclosure when companies 
use the cheapest / least-powerful FPGAs for run-of-
the-mill applications

� Do these comprise the bulk of applications?

� What would Xilinx / Altera prefer designers to 
use FPGAs for?
� Everything!
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FPGAs in Embedded Systems
� What features are Xilinx / Altera adding to their 

product lines to expand the FPGA market?
� Embedded processors (immersed logic or using 

FPGA resources)
� Ethernet MACs
� PCI Express endpoints
� Gigabit transceivers
� On-chip distributed memory / DDR controllers
� DSP (multiply-and-accumulate) cores
� Digital clock managers
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FPGA Lock-in?
� Imagine I use all these FPGA features for prototyping
� For production, can I still build my own ASIC?

� What is the cost ($$, development time) to do so?

� Xilinx EasyPath FPGA
� Provide fixed design and upfront payment (“less than $100k”)
� Xilinx sells “hardwired” FPGAs (for your design) at a discount
� Why?

� Willing to accept lower margins over higher volumes (“30-70% off”)
� Cost to test all FPGA resources to 100%: 

� Time = $$$$$

� Cost to test only FPGA resources your design uses:
� Less Time = $$$  (plus higher yields!)
� If 1 LUT in FPGA is bad but you don’t use it, is the chip defective?
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Hardware Design
� Design embedded systems first!
� Pick right implementation strategy based 

on design requirements
� Software-only (general-purpose CPU)
� Software on embedded processor

� System-on-a-chip (hardware assist units)

� Custom fixed hardware (ASIC)
� Reconfigurable hardware (FPGA)
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Hardware Design
� Design for the class project

� Goal: Implement a router in < 1 semester
� Chosen strategy is a compromise between 

router performance, implementation time, and 
your education 

� Using both FPGA and software together 
introduces you to embedded system design 
issues that exist in all fields, not just 
networking


